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Background

Kindly allow us to Quote Saskatoon Police Service detective sergeant Mr. Darren Parisien

"There's offenders in every single community and there's kids in
every single community. Where those two happen to cross

paths, that's where victims are born."

Considering Our Mother Land

There are many offenders

There are many children

Need to strengthen the law to combat the child offences

Complexity of handling Cross boarder and Cyber Crimes

Poverty percentage is very high (Parents are selling their children for money, Many homes are
becoming Brothels)

Growth of technology (Mobile Internet is with almost every user, especially with children)
Parents are illiterate on the technologies

India is highly vulnerable to track Travelling Sex Offenders

As per Ministry of Women and Child Development Government of India, Study
0 53.22% children reported having faced one or more forms of sexual abuse.
0 50% abuses are persons known to the child or in a position of trust and responsibility.
O Most children did not report the matter to anyone.

Here the Victims and Offenders are on the straight Cross path.

As a part of DISC Foundation’s catalyst activity, we link various authorities by the potential synergism of
each organization’s respective fields. Hence we submit this Request for conducting a workshop with
Kerala Government Home Department and Social Justice Department.

General Workshop Objectives

The objective of this workshop is

To understand the existing worst situation of Online Child Abuse and Materials

To familiarize the best practices of International Law Enforcement agencies while combating
Child Abuse

To understand in detail the role of collaboration, technologies and Hotline Canters while
combating Child Abuse

Developing Internet Safe Community Page 6/ 29
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e To form an action team for Developing a National Strategy for Combating Crime Against

Children and woman

Workshop Attendants

1. Home department, Delhi Police and Other state Police
United Nation Organization like (UNICEF, WHO, UNODC, Etc)
Social Justice Department, Delhi Government
Education Department, Delhi Government
Relevant Civil Societies (NGOs)
Any other relevant team can be added

o Uk wnN

National Strategy to Combat Crime against Children
and Women - Joint Action Team

At the end of this mission a coalition (Joint Action Team) that consists of various relevant stakeholders
will be formed to develop and execute a_National Strategy to Combat Crime against Children and
Woman.
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Workshop Outlines (Draft)

Day 1.
02-Sep-2013, Monday

Opening

Timing

9:30 AM to 12:00 AM

Overview

This session outlines high level objectives and plans. The team will
present General Internet Safety and vulnerable areas pertaining to
children and society. Showcasing how “Hotline help” can curb these
issues.

Focused audience

e Ministers
e High level officers (Law enforcement, Administration)
e Press
e Top NGO Leaders
e Industrial partners (ISPs/Technology providers/gadget
providers/etc)
e Government administrative Delegates from
O Education
0 Social welfare departments
0 Health department
e [T and Technology / Cybercell

Day 1.
02-Sep-2013, Monday

Press Conference

Timing

12:15 PM to 1:00 PM

Overview

Making Cyber world a Safer Place (Zero tolerance to Children and
Woman Abuse). Presenting the action plan in collaboration with
International Law enforcement agencies.

Focused audience

e Press
e Other related agencies

Developing Internet Safe Community

Lunch (1:00 PM to 2:00 PM)
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Day 1.
02-Sep-2013, Monday

International Collaborated Hotlines
A Success Story By INHOPE
(Webinar / Online Presentation from Amsterdam)

Timing

2:00 PM to 3:00 PM

Overview

To present the key role of Internationally Collaborated Hotlines in the
path of combating Online Child Abuses. Presentation will also showcase
statistics and case studies of success stories. By this presentation DISC
Foundations aiming to pitch the plan to Governments and Stakeholders
for starting National Hotline in India

Focused audience

e High level officers (Law enforcement, Administration)
e lLaw enforcement
e Government administrative Delegates from
O Education
0 Social welfare departments
O Health department
e [T and Technology / Cybercell

Day 1.
02-Sep-2013, Monday

Travelling Sex Offenders and Tourism

Timing

3:00 PM to 5:00 PM

Overview

Travelling Sex offenders / Sex tourism providers and their role in
Cybercrime and internet usage for the purpose.

Focused audience

e High level officers (Law enforcement, Administration)
e lLaw enforcement
e Government administrative Delegates from
O Education
0 Social welfare departments
O Health department
e [T and Technology / Cybercell

Networking Dinner with Officials (7:30 PM to 10:30 PM)

Developing Internet Safe Community
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Day 2.
03-Sep-2013, Tuesday

The Ugly Contents

Timing

9:00 AM to 10:30 AM

Overview

Child Abuse Materials and self-generated erotic material and the role of
the police in action against this. Presenting how “HOTLINE Center” can
curb these issues

Focused audience

e High level officers (Law enforcement, Administration)
e lLaw enforcement
e Government administrative Delegates from
O Education
0 Social welfare departments
O Health department
e [T and Technology / Cybercell

Coffee Break (10:30 to 11:00 AM)

Day 2.
03-Sep-2013, Tuesday

Solution

Timing

11:00 AM to 1:00 PM

Overview

“Effect of the internet on law enforcement. Models of best practices and
multi-organizational victim centric solution to child sexual abuse and
other child welfare issues. Role of Hotline Center in the mission.”

Focused audience

e High level officers (Law enforcement, Administration)
e lLaw enforcement
e Government administrative Delegates from
O Education
0 Social welfare departments
O Health department
e [T and Technology / Cybercell

Developing Internet Safe Community

Lunch (1:00 to 2:00 PM)
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Joint Action Team Formation Meeting

Day 2.
03-Sep-2013, Tuesday

Timing 2:00 PM to 4:00 PM
End of this program a Join Action Team will be formed in coordination with

Overview all potential stakeholders to develop and execute the outcomes of

programs. A "National Strategy for Combating Crime Against Children and
woman (On/Offline)" is one of the potential outcome of this team

o Delhi Police
Targeted audience e Kerala Police
e DISC Foundation

o  Workshop Deliverers (INTERPOL, RCMP)
e NGO Decision Makers

e Media

e Industry Partners / Funding agencies

Tour Delhi

Day 3. Tour
04-Sep-2013, Wednesday

) To entertain our guest by inviting them to some of our attraction in Delhi
Overview
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Proposed Travel Schedule (Tentative)

Date (Year 2013) Time Description

Friday, Aug30 21:40 Ms. Janelle Depart from Toronto by Emirates

Saturday, Aug31 18:35 Arrive at Dubai

Friday, Aug 30 21:45 Mr. Mick depart from Lyon by Emirates

Saturday, Aug 31 06:15 Arrive at Dubai

Saturday, Aug 31 Mr. Mustafa From Abu Dhabi will join with them at
Dubai Airport

Since the next flight is on 1-Sep @ 3:30 AM. We may arrange a reception to Mr. Moran at
Dubai by Malayalee Associations

Sunday, Sep1l 9:15 All team Arrive at Trivandrum (Capital of Kerala
State)

Monday, Sep2 09:30-16:00 | Law Enforcement Agency workshop and Press
Conference

Tuesday, Sep 3 09:00 - 16:00 | Law Enforcement Agency workshop,
Community/NGO leaders workshop and Exclusive
Interview

Tuesday, Sep 3 19:00 - 22:00 | Travel to Delhi by Flight

Wednesday, Sep 4 10:00 - 16:00 | Law Enforcement Agency workshop and Press
Conference

Thursday, Sep 5 10:00 - 16:00 | Law Enforcement Agency workshop and Joint
Action Committee formation meeting / Joint Press
Conference

Friday, Sep 6 All Day Tour India

Sunday, Sep 7 Return

Developing Internet Safe Community Page 12/ 29
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Workshop deliverers
1. Detective Bob Shillings

Coordinator Crimes Against Children
INTERPOL Trafficking Human Being Directorate
INTERPOL HQ,
Lyon, France

2. Ms. Janelle Blackadar
Toronto Police Service Sex Crimes Unit

Child Exploitation Section
Toronto

3. Ms. Sarah Jane Mellor
Communications Manager

INHOPE - International Association of Internet Hotlines

4. Mr. Peter Reiinders
Program Manager

NPKK - Nationaal Programma ter bestrijding van Kinderpornografie en Kindersekstoerisme
(National Programme to Combat Child Pornography and Child sex tourism)

5. Mr. Mohamed Mustafa Saidalavi
DISC Foundation
India

Detective Bob Shillings

Coordinator Crimes Against Children
INTERPOL Trafficking Human Being Directorate

Detective Bob Shillings is one Seattle's premiere
detectives leading the charge against childhood
sexual abuse. Interpol has hand picked him to

head up the cyber crime division that is the leading
fighter in preventing child pornography &
conviction of the perpetrators. The first American
ever picked for this job!!!
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Royal Canadian Mounted Police (RCMP)

NCECC (National Child Exploitation Coordination Centre)

The Royal Canadian Mounted Police's National Child Exploitation Coordination Centre (RCMP NCECC) in Canada is a CPP Global
Reference Group partner. RCMP NCECC provides investigational support and specialized services to national and international
law enforcement in cases involving ICT enabled child sexual exploitation.

As one of the original Steering Committee (now known as the Global Reference Group) members, RCMP NCECC is the body that
advises on the law enforcement direction for CPP and shares expertise such as its experience with Microsoft's Child Exploitation
Tracking System (CETS) tool. RCMP NCECC also connects CPP to its various affiliates like the Virtual Global Task Force (VGT), and
the RCMP liaison officers working with local law enforcement in countries where CPP is implemented to broaden the reach and
impact of CPP.

The mandate of the NCECC is to reduce the vulnerability of children to Internet-facilitated sexual exploitation by
identifying victimized children; investigating and assisting in the prosecution of sexual offenders; and,
strengthening the capacity of municipal, territorial, provincial, federal, and international police agencies through
training and investigative support.

In January 2003 the Toronto Police Service (TPS) contacted Microsoft Corporation and asked for help in dealing
with the problem of online sexual exploitation of children. An assessment of the situation revealed that
improvements in Canadian law enforcement’s efforts in some of these areas needed to be made. A software
package called CETS resulted from the TPS/Microsoft partnership. Microsoft Canada’s contribution to this initiative
is valued at approximately $2.5 million.

RCMP-TLO’s —Child Protection System

CPS pools criminal data from a variety of other sources such as IRC, Ares, Open FastTrack, eDonkey and
Gigatribe. CPS features include target identification by IP range, task-force commander tools, and
cutting-edge analytics.

Child Exploitation Tracking System (CETS)

CETS was developed by Microsoft Canada, RCMP and the Toronto Police Service following a personal e-
mail plea from Toronto Police Detective Sergeant Paul Gillespie to Microsoft Chairman and Chief
Software Architect Bill Gates in January 2003.

The new tracking system has already resulted in the November 2004 arrest of one alleged Toronto child
pornographer. He was identified and targeted during beta testing of the computerized database and
investigation system.

RCMP Presentation at VGT (Virtual Global Taskforce)

It was a promising event when Mr. Chris Purchas conducted a stunning presentation at last VGT 2012
conference in Abu Dhabi about "Technology solutions and Collaboration used in child exploitation
investigations". We, as a capacity of an NGO really felt a promising future toward Combating Child

Developing Internet Safe Community Page 15/ 29
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Exploitation. Further to our research we also found RCMP has involved early in this noble endeavour by

engaging Microsoft for developing tools like CETS.

We can't conclude our communication without a heartfelt appreciation to RCMP for their continuous

struggle towards this effort.

Ms. Janelle Blackadar

Toronto Police Service
Sex Crimes Unit — Child Exploitation Section

Education

Bachelor of Arts, 1993
York University

Toronto, Ontario

Toronto Police Service Employment & Experience

December 1995 Hired by Toronto Police

Service

June 1996 — July 1998 13 Division, Primary Response Unit

July 1998 — May 2000 13 Division, Community Response Unit
May 2000 — May 2002 13 Division, Major Crime Unit

May 2002 — September 2006 Toronto Drug Squad West

September 2006 - Present Sex Crimes Unit, Child Exploitation Section

Specialize in undercover Internet investigations
Undercover online investigations of hundreds of
suspects worldwide.

Assisted in identification and rescue of numerous
children worldwide

Instruct on Advanced Internet Child Exploitation
Course, Canadian Peer to peer investigations course,
Ontario Provincial Police and Alberta Integrated Covert
online investigator’s course.

Child Exploitation Investigation Training & Courses

June 2006 Using the Internet as an Investigative Tool
Canadian Police College, Ottawa

October 2006 Lawful Justification Course
C.O. Bick Palice College, Toronto

November 2006 Cybercrimes Investigative Techniques Course

Canadian Police College

Developing Internet Safe Community
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November 2006
December 2006
March 2007
October 2007
September 2007
April 2008 - Present
September 2008
February 2009

March 2009

May 2009

November 2009

November 2009
December 2009

February 2010

May 2010

November 2010

January 2011

Developing Internet Safe Community

Ottawa, Ontario

Toronto Police Sex Crimes Conference

Toronto, Ontario

Canadian Internet Child Exploitation Course

Canadian Police College, Ottawa

Advanced Canadian Internet Child Exploitation Course
Canadian Police College, Ottawa

Sexual Assault and Child Abuse Investigations

C.O Bick College, Toronto

Child Exploitation and Online Protection Covert Course
Birmingham, United Kingdom

Instructor Advanced Internet Child Exploitation Course
Canadian Police College, Ottawa, Ontario

Internet Crimes against Children (ICAC) Conference
Columbus, Ohio, U.S.A.

Reid’s Interviewing and Interrogation Course

Osgoode Hall of Law, Toronto

Instructor Canadian Chiefs of Police, Child Exploitation
Investigations

Siem Reap and Phnom Penh, Cambodia

Peer-to-peer (P2P) Investigations

Halifax, Nova Scotia

Instructor Canadian Chiefs of Police, Child Exploitation
Investigations

Siem Reap and Phnom Penh, Cambodia

Toronto Police Sex Crimes Conference

Toronto, Ontario

Provincial Strategy Fall Conference

Windsor, Ontario

Provincial Strategy to Combat Internet Crimes AgainstChildren
Image Analysis and Undercover Investigations Joint Meeting
Kingston, Ontario

Internet Crimes Against Children (ICAC) Conference
Jacksonville, Florida, U.S.A.

Provincial Strategy to Combat Internet Crimes AgainstChildren
Fall Conference

Niagara Falls, Ontario

Child Protection Services Instructors Course

Boca Raton, Florida, U.S.A.
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January 2011

April 2011
April 2011
May 2011
June 2011
October 2011
January 2012
February 2012
February 2012
April 2012

June 2012

October 2012
November 2012

November 2012

December 2012

January 2013
April 2013

May 2013

Developing Internet Safe Community

Instructor Advanced Undercover Child Exploitation
Investigations

Halton, Ontario

Provincial Strategy Undercover and Luring Conference
Muskoka, Ontario

Instructor Peer to Peer Investigations

Halifax, Nova Scotia

Ontario Provincial Police Online Undercover Investigations
Barrie, Ontario

Instructor Peer to Peer Investigations

Halifax, Nova Scotia

Europol Combating Online Child Abuse Conference

Selm, Germany

Instructors Update Course in Peer to Peer Investigations
Ottawa, Ontario

Child Protection Services Instructors Course

Boca Raton, Florida, U.S.A.

Provincial Strategy Undercover and Luring Conference
Muskoka, Ontario

Internet Crimes Against Children (ICAC) Conference
Atlanta, Georgia, U.S.A.

Instructor Advanced Undercover Child Exploitation
Investigations

Halton, Ontario

Ontario Provincial Police Online Undercover Investigations
Orillia, Ontario

Toronto Police Sex Crimes Conference

Toronto, Ontario

Provincial Strategy to Combat Internet Crimes AgainstChildren

Fall Conference

Niagara Falls, Ontario

Alberta Law Enforcement Response Team, Covert Online
Investigations

Edmonton, Alberta

Instructor Peer to Peer Investigations

Boucherville, Quebec

Instructor Peer to Peer Investigations

Niagara Falls, Ontario

Instructor Advanced Internet Child Exploitation Course
Canadian Police College, Ottawa, Ontario

Page 18 /29



FOUNDATION

PRESENTATIONS:

November 2009 Toronto Police Sex Crimes Conference
Toronto, Ontario
Presented “The Cambodian Experience”
December 2009 Provincial Strategy Fall Conference
Windsor, Ontario
Luring Lecture
October 2010 Advanced peer-to-peer Course
Ottawa, Ontario
Taught 4-day course in peer-to-peer undercover investigations to police
officers from across Canada.
November 2010 Provincial Strategy Fall Conference
Niagara Falls, Ontario
Taught labs in peer-to-peer undercover investigations to police officers
from across Ontario
March 2011 Federal Bureau of Investigation & Law Enforcement Conference
Toronto, Ontario
Presentation of Case Study

July 2012 Ontario Crown Attorney Internet Child Exploitation Crown
School
London, Ontario

November 2012 Toronto Police Child Exploitation Crown Conference

Toronto, Ontario

Court Experience & Testimony

In addition to preparing and handling criminal prosecutions through all levels of the court
system, | have testified many times at both the Provincial and Superior Court levels, including
testimony before sworn jury panels.

I have testified throughout the Greater Toronto Area, as well as the Northwest Territories.

International Training

In March and November 2009 | participated as an instructor to 80 Cambodian police officers
regarding Child Exploitation Investigations. | was one of three police officers from Canada who
participated in this training. Forty officers from Phnom Penh and forty officers from Siem Reap
received training in March and November 2009. Additionally five officers attended the Toronto
Police Service Sex Cimes Conference in October 2009. Officer received instruction erlating Child
Sexual abuse, specifically in identifying victims, interviewing victims, and understanding police
intervention. | specifically provided training on the use of computers by persons who have a
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sexual interest in children. Officers were given training on how to preview images and videos on
a computer, camera, memory card and other devices. Officers also received instruction on
investigating sex tourists, and conducting searches for digital evidence. Additionally, | provided
information regarding the number of persons suspected of peer to peer trading of child abuse

images in Cambodia.

Some more link on Internet

Toronto sex crimes investigators
take top cop award :

http://canada.onlinenigeria.com/headlines/29017-toronto-sex-

crimes-investigators-take-top-cop-award.html

TPS helps fight child sex trade
abroad :

http://www.torontopolice.on.ca/modules.php?op=modload&na
me=News&file=article&sid=4426

Raising awareness of child abuse:

http://www.torontopolice.on.ca/modules.php?op=modload&na
me=News&file=article&sid=6378

Toronto police officer of the year
award goes to sex crimes cops :

http://metronews.ca/news/toronto/253238/toronto-police-

officer-of-the-year-award-goes-to-sex-crimes-investigators/

Toronto police officer of the year
award goes to sex crimes
investigators:

http://www.thestar.com/news/crime/2012/06/06/toronto_polic
e officer of the year award goes to sex crimes investigators.
html

Man facing six charges in Child
Exploitation investigation :

http://web.archive.org/web/20080227214335/http://www.toron
topolice.on.ca/newsreleases/pdfs/13073.pdf

45th Annual Police Officer of the
Year Awards, Toronto Board of
Trade, Featured: Tenacious

investigation rescues 27 children :

http://www.torontonews24.com/toronto-crime-news-

releases/1368-45th-annual-police-officer-of-the-year-awards-

toronto-board-of-trade-featured-tenacious-investigation-rescues-
27-children

Two officers awarded for work in
busting porn ring, rescue of 27
children :

http://news.ca.msn.com/ontario/toronto/two-officers-awarded-

for-work-in-busting-porn-ring-rescue-of-27-children

Stolen Innocence - Cambodia :

http://www.youtube.com/watch?v=t4ieL2PezjE

Child Prostitution :

http://www.youtube.com/watch?NR=1&feature=endscreen&v=h
7En-Al1k1Ac
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http://canada.onlinenigeria.com/headlines/29017-toronto-sex-crimes-investigators-take-top-cop-award.html
http://canada.onlinenigeria.com/headlines/29017-toronto-sex-crimes-investigators-take-top-cop-award.html
http://www.torontopolice.on.ca/modules.php?op=modload&name=News&file=article&sid=4426
http://www.torontopolice.on.ca/modules.php?op=modload&name=News&file=article&sid=4426
http://www.torontopolice.on.ca/modules.php?op=modload&name=News&file=article&sid=6378
http://www.torontopolice.on.ca/modules.php?op=modload&name=News&file=article&sid=6378
http://metronews.ca/news/toronto/253238/toronto-police-officer-of-the-year-award-goes-to-sex-crimes-investigators/
http://metronews.ca/news/toronto/253238/toronto-police-officer-of-the-year-award-goes-to-sex-crimes-investigators/
http://www.thestar.com/news/crime/2012/06/06/toronto_police_officer_of_the_year_award_goes_to_sex_crimes_investigators.html
http://www.thestar.com/news/crime/2012/06/06/toronto_police_officer_of_the_year_award_goes_to_sex_crimes_investigators.html
http://www.thestar.com/news/crime/2012/06/06/toronto_police_officer_of_the_year_award_goes_to_sex_crimes_investigators.html
http://web.archive.org/web/20080227214335/http:/www.torontopolice.on.ca/newsreleases/pdfs/13073.pdf
http://web.archive.org/web/20080227214335/http:/www.torontopolice.on.ca/newsreleases/pdfs/13073.pdf
http://www.torontonews24.com/toronto-crime-news-releases/1368-45th-annual-police-officer-of-the-year-awards-toronto-board-of-trade-featured-tenacious-investigation-rescues-27-children
http://www.torontonews24.com/toronto-crime-news-releases/1368-45th-annual-police-officer-of-the-year-awards-toronto-board-of-trade-featured-tenacious-investigation-rescues-27-children
http://www.torontonews24.com/toronto-crime-news-releases/1368-45th-annual-police-officer-of-the-year-awards-toronto-board-of-trade-featured-tenacious-investigation-rescues-27-children
http://www.torontonews24.com/toronto-crime-news-releases/1368-45th-annual-police-officer-of-the-year-awards-toronto-board-of-trade-featured-tenacious-investigation-rescues-27-children
http://news.ca.msn.com/ontario/toronto/two-officers-awarded-for-work-in-busting-porn-ring-rescue-of-27-children
http://news.ca.msn.com/ontario/toronto/two-officers-awarded-for-work-in-busting-porn-ring-rescue-of-27-children
http://www.youtube.com/watch?v=t4ieL2PezjE
http://www.youtube.com/watch?NR=1&feature=endscreen&v=h7En-A1k1Ac
http://www.youtube.com/watch?NR=1&feature=endscreen&v=h7En-A1k1Ac
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Mr. Peter Reijnders

Program Manager

NPKK - Nationaal Programma ter bestrijding van
Kinderpornografie en Kindersekstoerisme

(National Programme to Combat Child Pornography and Child
sex tourism)

e National program manager combating child porn &
child sex tourism
Dutch Police
December 2008 - Present - Till

e Police Commissioner
Dutch police

e National Police Project European Football Championship 2008
Dutch Police
September 2007 - August 2008

e Counsellor for Police and Judicial Cooperation
Ministry of Justice and Home Affairs
2003 - 2007 (4 years)

e Head of the National Unit Synthetic Drugs and Precursor Chemicals
Police Brabant South-East
1997 - 2003 (6 years)

e Head of the criminal division support unit (Investigation Support)
Police Limburg-South
1993 - 1996 (3 years)

e Head of the Regional Criminal Investigation Department (RCID)
Police Limburg-South
1989 - 1993 (4 years)
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e Various commands within the police force

Municipal Police Maastricht (Netherlands)
1984 - 1993 (9 years)

Disc Foundation
Introduction

The DISC (Developing Internet Safe Community) Foundation is a registered NGO initiated by a set of IT
professionals and Social Workers from various parts of India and Middle East. The cyber world is
inevitable to human life now. Nevertheless, there are numerous evils and traps awaiting children in it.
As the usage of this technology has grown drastically in the last couple of years, the negative elements
also have increased proportionately. Under these circumstances, the DISC Foundation was formed, to
address the possible threats and vulnerabilities of Cyber Technology when it collaborates with the
society as a whole.

Vision

e Children and Adults benefiting from a safe and clean “Cyber World”
Mission

e To act as a catalyst between the problem and resolution

¢ Todevelop and implement proactive programs for each issue

* To synergize with similar organizations
Objectives

a) Promote, develop, volunteer, implement and sponsor measures, strategies and policies for
eliminating the presence and influence of apparent and inherent evil threats from the
internet/digital cyber world.

b) Establish, maintain and carry on training centers, to create awareness through educational
programs, campaigns, conferences, seminars and workshops for parents, teachers,
psychologists, government authorities and general public; to prevent the society from all
possible internet threats.

c) Develop, promote and sustain the positives aspect of cyber technology to empower human life
and skills among the children and adults

d) Research and development of contents and programs for the safety of kids, young people and
adults on the internet by using latest safety trends and technologies

e) Become a catalyst organization, which will work as an agency between technology and other
social organizations by providing all the support of necessary safety and security measures of
these technologies to these organizations

Recognition and support

e ITU (International Telecommunication Union) a United Nation Organization has recognized DISC
Foundation and enrolled as a member to their Joint Coordination Activity on Child Online
Protection. We are the first Civil Society Joining in this Consortium. For more information click
visit http://www.itu.int/osg/csd/cybersecurity/gca/cop/
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e European Union and Commission recognized DISC Foundation, to be a partner for their initiative

Safer Internet Day in 2012

e European Union and Commission have requested DISC Foundation to be the Ambassador to
these regions in 2012

e Other European Safer Internet organizations

e Kerala Government Social Welfare Department

DISC Methodology

4 Core functions

. ' e

. bio( Core rounqation ..

Prevention
e Prevent the society from all possible Internet threats
* By: Parents Awareness, School and collage wide pupil awareness, Visual media Campaigns /
Programs, Internet Campaigns, Helpline/Hotline, Research / Statistics, Technical preventions,
etc.

Rehabilitation
¢ Rehabilitate the victims, culprits from all possible addiction

Developing Internet Safe Community Page 23/ 29




FOUNDATION
* By: Counseling, Medical treatments, Helpline/Hotline, Diversion of internet to good part of the

internet by doing aptitude test. etc.

Promotion
e Promote all good part of cyber technology to empower human life and skills
e By: Research, promotional campaigns, Visual Media and Internet Programs, Enabling cyber tool
based curriculum, etc.

Escalation
e Escalate all possible cyber threats to appropriate authorities
e By: Research and statistics, summits, real life case studies, establishing advisory boards for
governmental and Law enforcement agencies, etc.

Safer Internet Day

DISC Foundation is the official promoters of Safer Internet Day in India and UAE, Photographs of Safer

Internet Day India can be found at
http://www.facebook.com/media/set/?set=a.327698410675645.67844.150145231764298&type=1

In UAE we have done 4 Days Safer Internet Day 2013 workshop at Khalidiyya Mall

Safer Infernet Day Celebrations

‘ Safe Internet Training Workshop | " DAY 2013
at Khalldlyah Mall Abu Dhabi ] :

6" to 9" February, 2013 from 3PM to 10PM

P S S

KHALIDIYAH MALL
et wil]

Th o

Workshop Highlights:

Organized by

= Training on how to install 1 C lor Internet Filtering

QJ}EI,'\'E’F p{‘(‘p = Promote safer and more responsible use of online technology and mobile phones
v\@'“ Cl = Enjoy safe and clean cyber-world at home
" Abdul Mggjeed Al Fahim =+ Connect with respect and take care of online rights and responsibilities
+How to guide your children to get the most out of Internet to increase knowledge

* Bring awareness ‘b‘“'" the alarming cyber issues -

- | @ (. ; =Easy hods to il I rules and eti at home
Developing Interne wa DIse @ Nabam, To 02 6420526, wwnahamomm Page 24 /29
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DISC Foundation Europe Tour

As a result of DISC Foundation recognition by European organizations, the INSAFE and INHOPE two
Cyber Safety entities funded by European Commission has invites 3 of our members to EUROPE
(Germany, Holland, Luxembourg, France, and Switzerland) for a program called Expert Exchange
Scheme. As part of the program the team has visited below organization and shared the knowledge
about Children and Adults Safety on Internet

Visited Organization
e Unimedizine, Mainz
* KlickSafe.DE
e Jugendschutz.net
* German Hotline
* FragFINN
e Google, Berlin
* Hotline partner "FSM"
* German Media Authorities
e ECO.DE
e Dutch Police Conference “An innovative approach against child abuse”
e EUROPOL, EC3
e  European Commission

* INTERPOL
* UNICEF

* |TU-COP
* WHO

e OHCHR

During this visit we have discussed the detailed plan of Law enforcement workshop with the deliverers
from Amsterdam and INTERPOL HQ, Lyon
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B 7 g , .
DISC Foundation CEO, Technology Advisor and Director — Prevention with Mr. Mick Moran Assistant

Director INTERPOL and Mr. Chris Purchase at DUTCH Police Conference on The Next Generation 2013 An
innovative approach against child abuse. This photo has being taken right after the discussion of this

workshop

|-
=™ ‘I““*"- | "l\’ e el =

The Team with Mr. Mick Moran at INTERPOL HQ, Lyon. During this visit INTERPOL has extended their
complete support to us on combating child abuse
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Mr. Mick Moran is showing an illustration pasted in his notice board which he has taken from “DISC

Foundation” website for his reference.

The detailed reports can be found at
https://www.dropbox.com/s/ctl4zluf4ye2550/European%20Tour%20Report.pdf

CMAI.ASIA

CMAI Association of India is a professional registered association for promotion of Indian IT and Telecom
Sector. CMAL is the only Integrated Association in India for IT and Telecom Sector having all stake
holders as its members . It is an apex premier body with MOU partners and representatives all over the
world.

Vision: To facilitate inclusive growth of the communications sector in India through participation of all
stake holders including Service providers , Operators , Infrastructure providers and Vendors.

Mission: To create a platform, where all stake holders of Telecom/ IT Industry , Policy Makers and
International Associations can work together in creating value for the Indian Telecom/IT Sector and in
providing Quality yet Affordable Products and Services to the Indian consumers.
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INHOPE

INHOPE is the International Association of Internet Hotlines.

It is an umbrella organization coordinating a network of Internet Hotlines all over the world, supporting them in
responding to reports of illegal content to make the Internet a safer environment. INHOPE Members operate a
public Hotline to receive complaints about apparent illegal content, they then assess the content in accordance
with their national laws and if they consider it to be illegal they trace the material to a hosting country. If the
content is illegal in the hosting

Country then the national Hotline takes steps to have the material ‘taken down’ in consultation with their law
enforcement partners. As the definition of illegal content varies from country to country the landscape is quite
complicated as to what practical measures can be taken. But in the case of child sexual abuse material there is
a global consensus on tackling the problem and so all INHOPE Members have a common purpose which is to
remove child sexual abuse websites from the Internet as soon as possible.

INHOPE’s Mission

To support and enhance the performance of Internet Hotlines around the World; ensuring swift
action is taken in responding to reports of illegal content making the internet a safer place. To
achieve this mission, INHOPE has five specific objectives:

=»To establish policies and best practice standards for hotlines and encourage exchange of
Expertise among members through fostering good working relationships and trust.

=»To ensure rapid and effective response to illegal content reports around the world by

Developing consistent, effective and secure mechanisms for exchanging reports between
Hotlines internationally and ensuring a coordinated approach is taken.

=»To expand the network of INHOPE Hotlines around the world by identifying and

Supporting new Hotlines to become members by providing consultation and training to
Meet best practice standards.

=»To promotea better understanding of the work of hotlines to policymakers at an

International level, including government, law enforcement and other related bodies, with
The aim of achieving better co-operation internationally.

=»To raise awareness of INHOPE and member hotlines with key stakeholders as well as

The general public as a “one stop shop” for global reports of illegal content from around
The world especially Child Sexual Abuse Material.

Key functions

Exchange expertise
Support new hotlines
Exchange reports

Interface with relevant initiatives

AN N NI NN

Educate and inform policy makers at the international level
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Case Studies

Casel

Information supplied to the Australian Hotline by the UK Hotline led to the arrest of an
Australian male.

He was charged with one count of using a carriage service to access

Child pornography material, one count of distributing child exploitation material, two
counts of making child exploitation material and five counts of possessing child
exploitation material.

Case 2

One of our Members received an anonymous report concerning child sexual abuse websites
hosted in Germany.

Information was exchanged between two Hotlines. An Analyst was checking the
relevant website and witnessed an announcement of new images and videos. This
information was passed to law enforcement officers in two different countries. As a
consequence an offender was identified and arrested and later was sentenced

To seven years in prison.

Case 3

A US Analyst viewed sexually abusive images and videos of an unidentified female child.

An adult male was depicted in the videos, in which only the side of his face was seen.
Following further work it was established that the material was produced in a specific
area of the UK.

Open source searches on the internet located images of the suspect which appeared
consistent with the sexually abusive images. Police Officers also identified the child
Victim. The offender concerned was the father of the victim. The suspect was
sentenced to 15 years for sexual assault and distribution of child sexual abuse material.

Case 4

Operation Carole, coordinated in Austria but started in Luxembourg with an investigations
stemming from an anonymous report to the local Hotline. This operation led to 670
suspects worldwide being identified, followed by 456 arrests in many different countries.
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